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Abstract 

As the enterprise is being matured and trying to develop IT governance, the recognition of 

technical and managerial dimensions of the enterprise as well as development and assessment 

of Enterprise Architecture (EA) plan is becoming one the important issues. Recently various 

papers focus on EA assessment, offering different methodologies. Since one of main goals of 

developing the EA plan is IT governance, the implementation of well-suited plans can be used 

as a powerful tool in IT management decisions. It implies that the EA assessment model 

according to this view is considerable. This model follows assessment process based on 

different information criteria that are effective in developing the good and qualified EA plan. 

In this research, we try to offer critical indicators for assessing the EA plan with concern to 

confidentiality as one of the information criteria from the perspective of IT governance. These 

indicators are based on one of the IT service management frameworks, named COBIT
1
. The 

result of this research is an assessment method, consisting of the critical confidentiality 

indicators, the method of indicator’s measurement and the layer of assessment for each 

indicator according to EA plan structure.  

Key words: Enterprise Architecture, Enterprise Architecture, Enterprise Architecture criteria, 

IT governance, Confidentiality 

1. Introduction 

Information technology benefits make the enterprise increase the use of this capability. 

Optimum use of information technology requires the accurate knowledge in various aspect of 

enterprise. This knowledge helps the enterprise to have dynamism and agility, make informed 

decisions and change rapidly against internal and external drivers. 

During the last decade, enterprise architecture (EA) has grown into an established approach 

for holistic management of information systems and other IT services in an organization( 

                                                 
1
 control objectives for information and related technology 
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Johnson P& Johansson E,2007). The EA solution gives the comprehensive understanding in 

different organizational dimensions such as strategy, process, knowledge, products, services 

and information infrastructure and the strategic relationships between them. It uses the output 

to identify and analyze the As-is state, offer the To-Be state according to enterprise strategic 

goals and finally show the roadmap in order to migrate from As-is to To-Be state (Razavi 

,2009). 

Due to the variation of enterprise activities, level of maturity, rapid development of 

technology tools and high implementation cost, analyzing the EA plan based on enterprise 

current situation, goals, strengths and weaknesses, threats and opportunities seems to be 

imperative. 

In recent years the assessment concept has been considered and Valuable research in this 

regard has been provided. These researches classified in to two groups of qualitative and 

quantitative assessment. Qualitative assessment that will be discussed in this research is based 

on representing the quality attributes and providing the mechanism for measuring the level of 

quality. The selected mechanism is different based on assessment methodologies. Since the 

EA describes all aspect of enterprise in IT perspective, the implementation of well-suited 

plans can be used as a powerful tool in IT management decisions and IT governance. It 

implies that the most significant feature of an acceptable EA plan is IT governance 

establishment according to business goals. In this paper we propose a method for qualitative 

assessment of confidentiality as one of the quality attributes based on IT governance view. To 

this aim we utilize COBIT framework, which is comprised of 34 high-level control objectives 

and 318 detailed control objectives that have been designed to help businesses maintain 

effective control over IT and ensure that the enterprise’s IT sustains and extends the 

organization’s strategies and objectives as well ,That is the exact meaning of IT governance. 

The next section describes this framework in more details. To identify the confidentiality 

indicators, we study COBIT process model and control objectives. The next step will be 

redefining identified indicators according to EA scope. In order to make the method 

applicable, we show how to measure the indicators and determine the related layers of an EA 

plan for measuring each indicator. 

The outline of this paper is as follows. Section 2 Introduces the COBIT IT service 

management framework and its characteristics and defines confidentiality attribute from EA 

perspective. Section 3 is devoted to the explanation of the method in step by step manner. 

Finally in section 4 we have paper conclusion.  

 

2.Data and Material 

In this section, first, the COBIT framework will be introduced and then we will define 

confidentiality attribute in EA scope. 

2.1. COBIT framework 

Control Objectives for Information and Related Technologies (COBIT) is an international 

standard, prescribing IT governance (Harryparshad ,2011), which was initially intended to 

be used by organizations for benchmarking; subsequently it has been used for internal and 

external auditing of systems (Tuttle and Vandervelde, 2007). This framework incorporates 

business and IT goals in its monitoring of the information metric system ( Radovanovi, et 

al, 2010) with the main characteristics of being business-focused, process-oriented, 

controls-based and measurement-driven. 

 business-focused 
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Business orientation is the main theme of COBIT. It is designed not only to be employed 

by IT service providers, users and auditors, but also, and more important, to provide 

comprehensive guidance for management and business process owners. Managing and 

controlling information are at the heart of the COBIT framework and help ensure 

alignment to business requirements. To satisfy business objectives, information needs to 

conform to certain control criteria, which COBIT refers to as business requirements for 

information. Based on the broader quality, fiduciary and security requirements, seven 

distinct, certainly overlapping, information criteria are defined as follows. 

 Effectiveness deals with information being relevant and pertinent to the business 

process as well as being delivered in a timely, correct, consistent and usable 

manner. 

 Efficiency concerns the provision of information through the optimal (most 

productive and economical) use of resources. 

 Confidentiality concerns the protection of sensitive information from 

unauthorized disclosure. 

 Integrity relates to the accuracy and completeness of information as well as to its 

validity in accordance with business values and expectations. 

 Availability relates to information being available when required by the business 

process now and in the future. It also concerns the safeguarding of necessary 

resources and associated capabilities. 

 Compliance deals with complying with the laws, regulations and contractual 

arrangements to which the business process is subject, i.e., externally imposed 

business criteria as well as internal policies. 

 Reliability relates to the provision of appropriate information for management to 

operate the entity and exercise its fiduciary and governance responsibilities 

 Process-oriented 

To govern IT effectively, it is important to appreciate the activities and risks within IT that 

need to be managed. They are usually ordered into the responsibility domains of plan, 

build, run and monitor. COBIT defines IT activities in a generic process model within 

four domains these domain are called: 

 Plan and Organise (PO: Provides direction to solution delivery (AI) and service 

delivery (DS). 

 Acquire and Implement (AI): Provides the solutions and passes them to be 

turned into services. 

 Deliver and Support (DS): Receives the solutions and makes them usable for end 

users. 

 Monitor and Evaluate (ME) :Monitors all processes to ensure that the direction 

provided is followed. 

 Controls-based 

COBIT defines control objectives for all 34 processes, as well as overarching process and 

application controls. Control is defined as the policies, procedures, practices and 

organizational structures designed to provide reasonable assurance that business 

objectives will be achieved and undesired events will be prevented or detected and 

corrected. 

 Measurement-driven 
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A basic need for every enterprise is to understand the status of its own IT systems and 

decide what level of management and control the enterprise should provide. Enterprises 

need to measure where they are and where improvement is required, and implement a 

management tool kit to monitor this improvement. COBIT deals with these issues by 

providing: 

 Maturity models to enable benchmarking and identification of necessary 

capability improvements 

 Performance goals and metrics for the IT processes, demonstrating how 

processes meet business and IT goals and are used for 

 measuring internal process performance based on balanced scorecard principles 

 Activity goals for enabling effective process performance (ITGI, 2007). 

 

2.2. Confidentiality information criteria 

As defined in COBIT, confidentiality concerns the protection of sensitive information 

from unauthorized disclosure. Managing confidentiality across an enterprise has become a 

major concern of businesses and governments. As networks extend our ability to 

communicate widely, they expose us to hackers, business competitors, disgruntled co-

workers, and other predators with vandalistic or larcenous intent (Allen W, 2011) A 

successful worm attack within an enterprise network can be substantially more devastating 

to most companies compare to larger internet [3]. Obviously, according to the importance 

of this information criterion, a well-defined EA plan should consider the security 

strategies and key factors in order to ensure the managerial board and other stakeholders 

of this concept. In the next section we will propose a method to assess the EA plan 

confidentiality from based on COBIT framework. 

 

3. Assessment framework 

In this section we propose the assessment framework in 3 main steps as follows. 

3.1. Identify COBIT confidentiality indicators  

As noted in section 2.1 COBIT framework defines 34 processes in a generic process 

model within four domains. Each process is identified by a two-character domain 

reference (PO, AI, DS and ME) plus a process number. To assess these processes, this 

framework offers assessment indicators in 3 levels of IT managerial, process and activities 

figure 1 shows the indicators offered for PO1, the first process in plan and Organize 

domain. 
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Figure 1: po1 indicators ITGI(2007) 

 

According to COBIT classification each information criterion, such as integrity or 

confidentiality, is mapped to a number of processes based on its definition. This mapping 

is shown by way of P to indicate primary relationship and S to indicate secondary. For 

instance PO1 is mapped to effectiveness and efficiency information criteria in primary 

relationship. Figure 2 shows this mapping. 

In this research, to identify the key indicators of confidentiality we study all the COBIT 

processes and their structure to extract the processes mapped to this information criterion. 

The extraction processes are shown in table 1.  

 

 
Po2-S Po9-p DS1-S 

DS2-S DS5-P DS12-P 

ME1-S ME2-S ME4-S 

Figure2: po1 mapping to 

information criteria ITGI(2007) 

 Table1.The COBIT processes mapped to  

confidentiality information criterion 

According to 9 extraction processes, we identify the defined indicators for each process. 

These indicators are basic indicators for EA plan assessment. Table 2 shows some of these 

basic indicators. 

Rows Indicators 
1 • Frequency and review of the type of security events to be monitored 

2 • Number and type of obsolete accounts 

3 • Number of unauthorized IP addresses, ports and traffic types denied 

4 • Percent of cryptographic keys compromised and revoked3 

5 • Percent of satisfaction of the information model users (e.g., is the data dictionary user-

friendly?) 

6 • Percent of redundant/duplicate data elements 
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7 • Percent of satisfaction of the information model users (e.g., is the data dictionary user-

friendly?) 

Table2. Some COBIT indicators mapped to confidentiality information criterion 

 

3.2. Redefining confidentiality indicators 

According to comprehensive characteristics of EA plan, the identified indicators should be 

overviewed based on EA dimension. To achieve this, we categorize the extraction 

indicators into 3 groups as follows: 

 Group 1consists of the indicators don’t need to redefine. 

 Group 2 should be redefined to use. 

 Group 3 can’t be used in assessment 

 Based on this categorization, we use the basic indicators in group 1 without any change, 

redefine second group indicators and omit the third group. The output of this section is 

shown in table 3. 

3.3. Determining the measurement method 

In this section we determine the measurement method for finalized indicator (section 2). 

As shown in table 3, there are different types of indicators to measure. Some of them 

determine the absence or presence of a feature, plan or mechanism. In this case, the 

numeric system will be binary and the value is 0 or 1.The other type shows the percent of  

 

rows Indicators 
Studied 

layer 

Numeric 

system 
Measurement method 

Ideal 

situation 

1 

Existing the security logs 

mechanisms at the 

information systems level 

infrastructure binary Check if exist 1 

2 

Existing the 

comprehensive security 

plan in EA plan 

strategy binary Check if exist 1 

3 

Percent of data bases with 

the security logs 

mechanisms 

infrastructure binary 

Counting the data bases  

which have the 

mechanism 

1 

4 
Percent of servers with fire 

wall mechanism 
infrastructure decimal 

Counting the  servers 

which have the 

mechanism 

The most 

5 

Percent of information 

systems with encryption 

tools 

infrastructure decimal 

Counting the systems 

which have the 

mechanism 

The most 

6 

Percent of information 

systems with 

authentication mechanism 

infrastructure decimal 

Counting the systems 

which have the 

mechanism 

The most 

7 

Existing a physical security 

plan and  mechanism in 

EA plan 

infrastructure binary Check if exist 1 

8 

Percent of information 

systems with intrusion 

detection tool 

infrastructure decimal 

Counting the systems 

which have the 

mechanism 

The most 

9 

Percent of data elements 

that are as the part of the 

enterprise data model 

data decimal 
Check the ERD 

diagram 
The most 

10 
Percent of applications are 

complying with the 
application decimal 

Check the ERD 

diagram 
The most 
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information architecture 

11 
existing a data model in 

EA plan 
data binary Check if exist 1 

12 

Percent of 

redundant/duplicate data 

elements 

data decimal 

Check the entities- 

information systems  

contrast matrix 

The less 

13 

Percent of IT budget spent 

on risk management 

(assessment and 

mitigation) activities 

IT 

management 
decimal Check the budget list relative 

14 

Percent of identified IT 

events used in risk 

assessments 

IT 

management 
decimal 

Check the risk 

management plan 
The most 

15 

existing a risk analyze  

action plan for critical IT 

risks 

IT 

management 
binary 

Check the risk 

management plan 
1 

16 

Percent of critical IT 

objectives covered by risk 

assessment 

IT 

management 
decimal 

Check the business-IT 

goal  contrast matrix 

and  risk management 

plan 

The most 

Table3: Confidentiality indicators and the measurement method 

an object which have or not have a special characteristics, consequently the numeric 

system will be decimal and the value Varies from zero to one hundred. To propose the 

applicable method for EA assessment, we specify the related layers to study, the numeric 

system and ideal situation for each indicator 

4. Results and Analysis 

As the complexity of the modern large enterprises increases, new system engineering and 

architecture challenges emerge to help the stakeholders capturing the whole dimension and 

identifying the key aspects of the enterprise (Ludwig M& Farcet N, 2010). In fact the 

enterprise needs to identify its whole dimension in order to fulfill the missions and satisfy its 

objectives. In order to provide such support, enterprise architecture models should be 

amenable to analyses of various properties, as e.g. the level of enterprise confidentiality 

(Johnson P& Lagerstr¨om R, 2006). Although the importance of enterprise architecture has 

been recognized, hardly any attention has been paid to the analysis of their quantitative 

properties ( Iacob M & Jonkers H , 2004). Also as one of the main goals of enterprise 

architecture is to establish IT governance, analyzing the EA plan in this view is too much 

important. In this research we propose a method to assess confidentiality information criterion 

in it governance view based on COBIT. 

The benefit of this method is that it is based on one of the best IT service management 

frameworks provides good practices across a domain and process framework and also 

presents activities in a manageable and logical structure strongly focusing on IT assessment 

concept. Designing and defining of sufficient indicators in different view point increases the 

accuracy of assessment process. As mentioned these indicators are based on COBIT 

framework and the result of benchmarking various researches in EA assessment concept. 

More importantly, as we identify the measurement method, related layers and ideal situation 

for each indicator, their value doesn’t only depend on assessment team’s experience, but also 

it is relay on technical decisions. Consequently, the assessment's result is fair and more 

reliable. 
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